
PRIVACY RISK

The probable frequency,
given a time frame, that a
threat actor acts towards an
individual in a way that is a
potential privacy violation.

The probable frequency 
and probable magnitude 
of future privacy 
violations.

The probable extent to which the 
potential privacy violation
constitutes an actual privacy
violation for the affected
population and the consequential
risks to that population from
that privacy violation.
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The probable frequency and probable 
magnitude of adverse consequences 
on the affected population.
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Privacy by Design Process

The probable severity 
of the privacy 
violation across the 
at-risk population. 

The probability that a 
threat actor’s attempt to 
act will succeed.

The frequency at 
which a threat actor 
has an
opportunity to 
attempt a
privacy violation 
against
an individual.
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INDIVIDUAL CONSEQUENCES
SUBJECTIVE: Psychological, Behavioral
OBJECTIVE: Lost Opportunity, Economic 
Loss, Lost Liberty, Social Detriment

Learn more from the book "Strategic Privacy by Design" published by the IAPP

Adapted from Jack Jones' and Jack Freund's Factors Analysis in Information Risk (FAIR)

The probable frequency, 
given a time frame, that a 
threat actor
attempts an act
towards an individual.
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HIDE &
ABSTRACT

DIFFICULTY

The probability 
that a threat 
actor will act in 
away that is a 
potential privacy 
violation, if given 
the opportunity.

ACTION
FREQUENCY

The impediments
that a threat actor, in a 
given situation,
must overcome to act in 
a way that is a potential 
privacy violation.

The skills and
resources
available to a
threat actor, in 
a given 
situation,
to act in a way
that is a 
potential
privacy 
violation.

MAGNITUDE

ARCHITECT SECURE SUPERVISE BALANCE

The probable
frequency of adverse
consequence on the 
affected population.

The probable
magnitude of adverse
consequence 
on the affected 
population.
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"Hoepman Privacy 
Design Strategies"

https://www.cs.-
ru.nl/~jhh/publica-
tions/pds-booklet.pdf
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