PRIVACY RISK
Adapted from Jack Jones’ and Jack Freund’s Factors Analysis of Information Risk (FAIR)

The Hoepman Privacy Design Strategies
map to the risk factors and can directly
reduce those factors as well as have an
indirect influence on the other factors.

OPPORTUNITY
The frequency, given time frame,
that threat actors interact with
individuals or their proxies.

MINIMIZE &
SEPERATE

MOTIVATION

ENFORCE &
DEMONSTRATE

ATTEMPT FREQUENCY

THREAT FREQUENCY
The frequency, given a time frame,
that threat actors threaten the
at-risk population.

The frequency, given a time frame,
that threat actors attempt to threaten
the at-risk population given the
opportunity and their motivation.

VULNERABILITY
The probability that threat actor’s
attempts will succeed.

PRIVACY RISK
The frequency of privacy threats
and magnitude of privacy harms
for the at-risk population.

The probability that threat actors
will seize an opportunity.

CAPABILITY
The skills and resources available
to threat actors in a given
situation to act.

CAN’T CONTROL
THREAT ACTOR
CAPABILITY

DIFFICULTY

HIDE &
ABSTRACT

The impediments that a threat
actor in a given situation must
overcome to act

HARM MAGNITUDE

SEVERITY

The severity of the harm in the
at-risk population and the tangible
consequential risks to them

The degree to which an activity
violates social norms of privacy.

INFORM &
CONTROL

ADVERSE
CONSEQUENCES RISK
The frequency and magnitude of
adverse tangible consequences in
the threatened population.

TANGIBLE INDIVIDUAL
SUBJECTIVE:
Psychological, Behavioral
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https://creativecommons.org/licenses/by-nc-nd/2.0/

https://privacybydesign.training

Giving individuals information and
control can turn a privacy harm into
a harmless situation and can help
individuals avoid tangible
consequences reducing those risks.

