
STRATEGIC PRIVACY BY DESIGN PROCESS

PRE-DESIGN STEPS

A standardized methodology for achieving privacy in the design of products, services and business processes.

DEFINE GOALS OF THE PRODUCT,
SERVICE OR BUSINESS PROCESS

1
IDENTIFY AFFECTED POPULATION,

THREATS AND MINIMAL INTERACTIONS

2
CONSIDER QUALITY ATTRIBUTES

(SAFETY, EFFICIENCY, ETC.)

3
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PROBABILITY
OF ACTION

Supervise threat actors to
reduce their reawrds or

increases their risks

OPPORTUNITY

The frequency, given time frame,
that threat actors interact with

individuals or their proxies.

CAPABILITY

The skills and resources
available to threat actors in

a given situation to act.
APPROPRIATENESS

ADEQUACY

Before starting, ask the
question: Is this product,

service or business process
beneficial to the affected

populations?

Given the goals and the
risks, will this design best

achieve the goals and
minimize the risks?

Finally, is the actual
implementation sufficient

to reduce the risks?

LEGITIMACY

MINIMIZE

INFORM

SEPARATE

CONTROL

DEMONSTRATE

ENFORCE

HIDE 

ABSTRACT

SEVERITY OF HARM

Reduce the severity of
harm caused by information

and power imbalances

ARCHITECT

SUPERVISE

 Supra-strategy in the
strategic privacy by design

process which includes
Hoepman privacy design

strategies of INFORM
and CONTROL

 Supra-strategy in the strategic
privacy by design process which

includes Hoepman privacy
design strategies of

ENFORCE and
DEMONSTRATE

BALANCE

  
Supra-strategy in the strategic

privacy by design process
which includes Hoepman

privacy design strategies of
MINIMIZE and SEPARATE

SECURE
  

Supra-strategy in the strategic
privacy by design process
which includes Hoepman

privacy design strategies of
ABSTRACT and HIDE

TECHNICAL STRATEGIES

PROCESS STRATEGIES
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